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MAS-100 Atmos® microbial compres-
sed gas sampler

The life science business of Merck KGaA, Darmstadt, Germany
operates as MilliporeSigma in the US and Canada.
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21 CFR PART 11 CONTROLS

An assessment of the 21CFR part 11 compliance was made by an external company special-
ized in computerized system validation.

This table outlines the requirements of 21 CFR part 11 and the method of compliance utilized
by MAS-100 Atmos® instrument (local user interface (Ul) and MAS-100 Atmos® application
software. It is a Browser-based User Interface accessible with a web-browser when a com-
puter is connected to the instrument by means of a USB-C (instrument side) to USB-A
(computer side) cable.

In this document, only electronics records are considered as MAS-100 Atmos® applica-
tions software doesn’t manage electronic signatures.

The compliance table is built according to the following rules:

- In the first column, preceded by its reference in the 21CFRI11 regulation, the textual repe-
tition of the requirement stated by the FDA,

- In the second column, the mode of response to this requirement:
- 'P'"if it must be "Proceeded” by the company (end user),
- 'S"if the System (MAS-100 Atmos®) must ensure it,
- In the third column, the synthetic interpretation of this requirement,

- In the fourth column, the result of test stating if it is “Passed” or “Failed”, N/A is used
when requirement is not applicable to the application software.
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REQUIREMENT 21CFR
PART 11

MODE
OF RE-

SPONSE
Pand S

B-11.10.a - Validation of sys-
tems to ensure accuracy, reli-
ability, consistent intended
performance, and the ability
to discern invalid or altered
records

B-11.10.b - The ability to gen- S
erate accurate and complete
copies of records in both hu-
man readable and electronic
form suitable for inspection,
review, and copying by the
agency. Persons should con-
tact the agency if there are
any questions regarding the
ability of the agency to per-
form such review and copy-
ing of the electronic records

B-11.10.c - Protection of rec- PandS
ords to enable their accurate
and ready retrieval through-
out the records retention pe-

riod

B-11.10.d - Limiting systemac- PandS

cess to authorized individuals

B-11.10.e - Use of secure, com- S
puter generated, time
stamped audit trails to inde-
pendently record the date
and time of operator entries
and actions that create, mod-
ify, or delete electronic rec-
ords. Record changes shall
not obscure previously rec-
orded information. Such audit
trail documentation shall be
retained for a period at least
as long as that required for
the subject electronic records
and shall be available for
agency review and copying

SYNTHETIC INTERPRETATION

The system should be validated for  Passed
its ability to detect invalid or cor-

rupted records

GMP recommendations were fol-

lowed for validation and qualifica-

tion of product and equipment. Evi-

dence can be provided during an

audit, thus answering to the "P”

part of the requirement

Records must be available: Passed
e on the screen,
e orin paper form,
e orin electronic form via an
export for the FDA auditor
who only has the most com-
mon office automation tools
on his computer.
The FDA accepts records in PDF

format

Recordings must be protected for Passed

the legal retention period

The system must be protected Passed
against access by unauthorized

persons

This point specifies that there must  Passed
be a timestamp of the data as well
as an audit trail on all the actions
taken by the users influencing the
recorded data

An audit trail is a record of all oper-
ations performed in the database
The system must include a secure
audit trail function of each GMP
record and user actions. This audit
trail must be kept for as long as the
records to which it relates

It must be available to be inspected
or outsourced for the FDA agency
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Requirement 21CFR

part 11

B-11.10.f - Use of operational
system checks to enforce
permitted sequencing of
steps and events, as appro-
priate

B-11.10.g -Use of authority
checks to ensure that only
authorized individuals can use
the system, electronically sign
a record, access the opera-
tion or computer system in-
put or output device, alter a
record, or perform the opera-
tion at hand

B-11.10.h - Use of device (e.g,,
terminal) checks to deter-
mine, as appropriate, the va-
lidity of the source of data in-
put or operational instruction

B-11.10.i - Determination that
persons who develop, main-
tain, or use electronic record
systems have the education,
training, and experience to

perform their assigned tasks

B-11.10.j - The establishment
of, and adherence to, written
policies that hold individuals
accountable and responsible
for actions initiated under
their electronic signatures, in
order to deter record and sig-
nature falsification

B-11.10.k - Use of appropriate
controls over systems docu-
mentation including:

Mode of

re-

sponse

Pand S

Pand S

Pand S

p

PandS

/

Test
status

Synthetic interpretation

The system must be able to control, Passed
when appropriate, the respect of a
sequence of steps or operations

(Workflow)

The company must be able to con- Passed
trol authorized interventions on the
recordings (creation, modification,

deletion). Direct access to stored

data must be controlled as well as

direct interventions on the super-

vised process

This point is to secure user com- Passed
mand actions step by step (obliga-
tion to go through certain steps)
during the supervision of a process
(alarm acknowledgment, process
start, correction of parameters,
launch of end report lot,....). Each
action must be able to be carried
out by the only user(s) authorized
to carry it out. Some of these ac-
tions must even be checked or vali-
dated by another person who is
himself authorized to do so, all of
which must be traced in an audit
trail (see B-11.10.e)

On the other hand, it is necessary
to record unsuccessful access at-
tempts by an unauthorized user

N/A
(Out of
assess-
ment
scope)

People who develop and maintain
or use the system must have the in-
itial training, continuous training
and experience necessary to per-
form their tasks

The company should establish writ-
ten policies and obtain adherence
to hold individuals responsible and
accountable for actions taken under
their electronic signature in order to
discourage signature tampering

System documentation should be
checked
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Requirement 21CFR Mode of Synthetic interpretation

part 11 re-

sponse
(1) Adeqguate controls over P Distribution and access to system
the distribution of, access to, documentation should be subject to
and use of documentation for appropriate controls
system operation and mainte-
nance
(2) - Revision and change P The development and modification N/A
control procedures to main- of system documentation is con- (Out of
tain an audit trail that docu- ducted according to review and assess-
ments time-sequenced devel- change control procedures which ment
opment and modification of include an audit trail scope)

systems documentation

B-11.30 - Persons who use S Access to open systems must in- N/A
open systems to create, mod- clude additional measures such as (Not an
ify, maintain, or transmit elec- encryption or digital signing open
tronic records shall employ system)

procedures and controls de-
signed to ensure the authen-
ticity, integrity, and, as appro-
priate, the confidentiality of
electronic records from the
point of their creation to the
point of their receipt. Such
procedures and controls shall
include those identified in §
11.10, as appropriate, and ad-
ditional measures such as
document encryption and use
of appropriate digital signa-
ture standards to ensure, as
necessary under the circum-
stances, record authenticity,
integrity, and confidentiality.

B-11.50.a - Signed electronic S Electronically signed records must N/A
records shall contain infor- contain the signatory’s legal or full (No
name, date and time and meaning electro-
mation associated with the of the signature in clear text on all nic sig-
signing that clearly indicates visible forms of the record nature)

all of the following:

(1) The printed name of
the signer;

(2) The date and time
when the signature was
executed; and

(3) The meaning (such as
review, approval, responsi-
bility, or authorship) asso-
ciated with the signature
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Requirement 21CFR Mode of Synthetic interpretation

part 11 re-

sponse
B-11.50.b - The items identi- S Data from 11.50.a. must be treated
fied in paragraphs (a)(1), as part of the record and be pre-
(a)(2), and (a)(3) of this sec- sented in all legible forms of the
tion shall be subject to the record

same controls as for elec-
tronic records and shall be in-
cluded as part of any human
readable form of the elec-
tronic record (such as elec-
tronic display or printout)

B-11.70 - Electronic signa- S The signature / registration link is N/A
tures and handwritten signa- impossible to distend by any com- (No
tures executed to electronic mon means electro-
records shall be linked to nic sig-
their respective electronic nature)

records to ensure that the
signatures cannot be ex-
cised, copied, or otherwise
transferred to falsify an elec-
tronic record by ordinary

means
C-11.100 a - Each electronic S A signature must be:
signature shall be unique to o personal,
one individual and shall not e unique for each person in
be reused by, or reassigned each system at a given time,
to, anyone else ° not reusable

° not reassignable
C-1M.100 b - Before an organi- P Verification of the identity of elec-
zation establishes, assigns, tronic signature users

certifies, or otherwise sanc-
tions an individual’s electronic
signature, or any element of
such electronic signature, the
organization shall verify the
identity of the individual
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Requirement 21CFR Mode of Synthetic interpretation

part 11 re-

sponse
C-11.100 c¢ - Persons using P The commitment of the users and
electronic signatures shall, administrator is reaffirmed in the
prior to or at the time of such case of the implementation of an
use, certify to the agency that electronic signature which must be
the electronic signatures in recognized by the user as the
their system, used on or after equivalent of his handwritten signa-
August 20, 1997, are intended ture in a letter (postal) addressed
to be the legally binding to the FDA

equivalent of traditional

handwritten signatures.
(1) The certification shall
be submitted in paper
form and signed with a
traditional handwritten sig-
nature, to the Office of Re-
gional Operations (HFC-
100), 5600 Fishers Lane,
Rockville, MD 20857
(2) Persons using elec-
tronic signatures shall,
upon agency request, pro-
vide additional certification
or testimony that a spe-
cific electronic signature is
the legally binding equiva-
lent of the signer’s hand-
written signature
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Requirement 21CFR

part 11

C-1.200 a - Electronic signa-
tures that are not based upon
biometrics shall:

(1 Employ at least two dis-
tinct identification compo-
nents such as an identifica-
tion code and password

(i) When an individual exe-
cutes a series of signings dur-
ing a single, continuous pe-
riod of controlled system ac-
cess, the first signing shall be
executed using all electronic
signature components; sub-
seqguent signings shall be exe-
cuted using at least one elec-
tronic signature component
that is only executable by,
and designed to be used only
by, the individual

(i) When an individual exe-
cutes one or more signings
not performed during a sin-
gle, continuous period of con-
trolled system access, each
signing shall be executed us-
ing all of the electronic signa-
ture components

(2) Be used only by their gen-
uine owners; and

(3) Be administered and exe-
cuted to ensure that at-
tempted use of an individual’s
electronic signature by any-
one other than its genuine
owner requires collaboration
of two or more individuals

C-11.200 b - Electronic signa-
tures based upon biometrics
shall be designed to ensure
that they cannot be used by
anyone other than their genu-
ine owners

C-1.300 - Persons who use
electronic signatures based
upon use of identification
codes in combination with
passwords shall employ con-
trols to ensure their security
and integrity. Such controls
shall include:

Mode of

re-
sponse

S

PandS

/

Synthetic interpretation

For non-biometric signatures, the N/A
system must use at least two dis- (No
tinct means of identification, such electro-
as an identifier code and a pass- nic sig-
word, to sign electronically. nature)

When an individual performs a se-
ries of signatures during a continu-
ous period of controlled access to
the system, the system may allow
that individual to sign with only one
component of their electronic sig-
nature, provided that the first sig-
nature is performed using all com-
ponents of the electronic signature
The level of security must be such
that if a signature is made by a per-
son who does not hold this signa-
ture, this necessarily means that the
holder has communicated his pass-
word to someone

The company must guarantee
through the system the identity of
the people able to sign electroni-
cally

The system must be designed to
ensure that electronic signatures
based on biometrics cannot be
used by anyone other than their
owner
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Requirement 21CFR

part 11

C-11.300 a - Maintaining the
uniqueness of each combined
identification code and pass-
word, such that no two indi-
viduals have the same combi-
nation of identification code
and password

C-11.300 b - Ensuring that
identification code and pass-
word issuances are periodi-
cally checked, recalled, or re-
vised (e.g., to cover such
events as password aging)

C-1.300 c - Following loss
management procedures to
electronically deauthorize
lost, stolen, missing, or other-
wise potentially compromised
tokens, cards, and other de-
vices that bear or generate
identification code or pass-
word information, and to is-
sue temporary or permanent
replacements using suitable,
rigorous controls

C-11.300 d - Use of transac-
tion safeguards to prevent
unauthorized use of pass-
words and/or identification
codes, and to detect and re-
port in an immediate and ur-
gent manner any attempts at
their unauthorized use to the
system security unit, and, as
appropriate, to organizational
management

C-11.300 e - Initial and peri-
odic testing of devices, such
as tokens or cards, that bear
or generate identification
code or password infor-
mation to ensure that they
function properly and have
not been altered in an unau-
thorized manner

Mode of

re-

sponse

PandS

PandS

S

Synthetic interpretation

The system must be able to main-
tain the unigqueness of each
username/password combination.

The management of passwords
linked to the signature must respect
the criteria of complexity, lifespan,
reset, of the customer's procedure

The system must provide the possi-  N/A
bility of permanently or temporarily (No

deactivating the identification pro- electro-
cess in place (card or token), in the  nic sig-
event of loss. nature)

The system must provide the possi-
bility of providing a replacement
identification method (card or to-
ken)

The system administrator can re-
voke a signature

The system must be able to detect
and trace attempts to use unau-
thorized electronic signatures

The eguipment used to generate
identification codes or passwords
must be tested periodically
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The vibrant M, Millipore and Sigma-Aldrich are trademarks of Merck KGaA, Darmstadt, Germany or its affili-
ates. MAS-100 Atmos and MAS-100 NT are registered trademarks of MBV AG, Switzerland. All other trade-
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